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AGENDA

§ My own accidental venture into smart contracts and blockchains
−Stories from my old PhD days
−Wild ventures into the ICO space
−Sociotechnical consequences of blockchain application 

§ Basic introduction of blockchains and smart contracts
− Problems that blockchains solve
−Smart-contract ecosystem overview

§ Case presentation of blockchain-based Authcoin securing
−Authcoin is non-governmental ID-authentication protocol
−Security risk-oriented patterns stress testing
−We show the application methodology to secure Authcoin protocol
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MY OWN JOURNEY TO
SMART CONTRACTS
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MY OWN JOURNEY TO BLOCKCHAINS (SMART CONTRACTS)
blockchain.taltech.ee
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MY OWN JOURNEY TO BLOCKCHAINS (SMART CONTRACTS)

TALLINN UNIVERSITY OF TECHNOLOGY

MY OWN JOURNEY TO BLOCKCHAINS (SMART CONTRACTS)
§ Serendipity has brought me here
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MY OWN JOURNEY TO BLOCKCHAINS (SMART CONTRACTS)
§ Some of my earlier papers

TALLINN UNIVERSITY OF TECHNOLOGY

DISTRIBUTED APPLICATIONS (DAPPS)

§ Some whitepapers for DAPPS
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DISTRIBUTED APPLICATIONS (DAPPS)

§ Some whitepapers for DAPPS

§ Research paper examples

TALLINN UNIVERSITY OF TECHNOLOGY

MY OWN JOURNEY TO BLOCKCHAINS (SMART CONTRACTS)
§ My lesson learned:
§ Inefficient and coercive pyramids rule society
−governments, banks, corporations, NGOs, etc.

§ Shift from master/slave to Peer-to-Peer (P2P)
−qualitative governance with humans & fraud, crime, corruption, nepotism etc.
−quantitative governance based on mathematics using blockchain technology

BLOCKCHAIN

qualitative governance quantitative governance 
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ESTONIA HAS GREAT E-GOVERNANCE MODELS

§ https://e-resident.gov.ee
§ https://e-

estonia.com/solutions/interoperability
-services/x-road/

§ https://www.techrepublic.com/article/
how-estonia-became-an-e-
government-powerhouse/

§ https://www.youtube.com/watch?v=s
h7W3kudseg&t=001s

§ https://www.youtube.com/watch?v=9
bYpk75JnZU&t=01s

§ https://www.youtube.com/watch?v=E
jYmpVwAjKU&t=01s

§ https://www.youtube.com/watch?v=9
IWpM9xtcyk

§ HOWEVER!!! There is no blockchain in
X-Road!

DD.MM.YYYY

BASICS OF
BLOCKCHAINS AND
SMART CONTRACTS

https://www.youtube.com/watch?v=Fi1xlDffnJA&t=01s
https://e-resident.gov.ee/
https://e-estonia.com/solutions/interoperability-services/x-road/
https://www.techrepublic.com/article/how-estonia-became-an-e-government-powerhouse/
https://www.youtube.com/watch?v=sh7W3kudseg&t=001s
https://www.youtube.com/watch?v=9bYpk75JnZU&t=01s
https://www.youtube.com/watch?v=EjYmpVwAjKU&t=01s
https://www.youtube.com/watch?v=9IWpM9xtcyk
https://www.niis.org/blog/2018/4/26/there-is-no-blockchain-technology-in-the-x-road
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ALT-COINS RISINFG

§ Whitepaper of Satoshi Nakamoto

TALLINN UNIVERSITY OF TECHNOLOGY

FIRST BLOCKCHAIN USECASE

§ Whitepaper of Satoshi Nakamoto
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FIRST BLOCKCHAIN USECASE

§ Whitepaper of Satoshi Nakamoto

TALLINN UNIVERSITY OF TECHNOLOGY

BITCOIN AS FIRST BLOCKCHAIN USECASE
§ What problems has the blockchain solved?
−Byzantine general’s problem
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BITCOIN AS FIRST BLOCKCHAIN USECASE
§ What problems has the blockchain solved?
−Double spend problem

TALLINN UNIVERSITY OF TECHNOLOGY

BITCOIN AS FIRST BLOCKCHAIN USECASE
§ What problems has the blockchain solved?
−Triple entry ledger management
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BITCOIN AS FIRST BLOCKCHAIN USECASE

§ Problems with bitcoins
− long transaction times
−block size is too small -> scalability problem
− core developers have been usurped
−high electricity consumption for PoW confirmation
−high price volatility

§ Lightning network tries to address long transaction time
− “Layer 2” payment protocol that relies on the blockchain
−bidirectional payment channels established between two participants
− Lightning network for payment path establishment across network
−blockchain as arbiter with unlimited off-blockchain transactions
−>low cost, scalable, instant payments that are cross-blockchain atomic swaps

TALLINN UNIVERSITY OF TECHNOLOGY

SMART CONTRACT BASICS
§ Ethereum as first smart-contract system 

https://github.com/ethereum/wiki/wiki/White-Paper
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SMART CONTRACT BASICS

TALLINN UNIVERSITY OF TECHNOLOGY

SMART CONTRACT LANGUAGES (SCL)
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SMART CONTRACT LANGUAGES (SCL)

DD.MM.YYYY

SECURING IDENTITY 
AUTHENTICATION



9/2/19

13

TALLINN UNIVERSITY OF TECHNOLOGY

THE PAPER

TALLINN UNIVERSITY OF TECHNOLOGY

EARLIER PAPER WITH BASIC AUTHCOIN PROTOCOL
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INTRODUCTION
§ Government ID-systems are dangerous
−Citizens can be switched off, e.g., Chinese social-credit score

TALLINN UNIVERSITY OF TECHNOLOGY

INTRODUCTION
§ Blockchain-based private ID-systems
−Do not consider authentication
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INTRODUCTION

§ Securing such a non-governmental ID-Auth protocol is a challenge
−Beyond technical means of securing
−Requires a unique socio-technical approach
−Security risk-oriented patterns (SRP) for BPM fortification

§ Research questions
−Main RQ: How to analyse security threats of the identity authenticating 

Authcoin protocol (running case) by applying in a novel way SRPs?
−Sub RQ1: What assets and data object in the Authcoin protocol are 

under risk threats?
−Sub RQ2: What existing security risk-oriented patterns are applicable 

for generating an improved Authcoin protocol model?
−Sub RQ3: What modification of the existing Authcoin models are 

required to implement the chosen security risk-oriented patterns?
§ Thus, we “stress test” SRPs outside of the typical BPM application domain.

TALLINN UNIVERSITY OF TECHNOLOGY

AUTHCOIN: CONCEPTUAL PRESENTATION
§ Authcoin addresses this issue
−gitHUB: https://github.com/bleidingGOE/Authcoin-Qtum
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GOAL MODEL REFINEMENTS

TALLINN UNIVERSITY OF TECHNOLOGY

MAPPING FROM GOAL MODELS TO COLORED PETRI NETS (CPN)
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AUTHCOIN: FORMAL PRESENTATION WITH COLORED PETRI NETS
§ Top-level Authcoin CPN model

− Entity Identity Records (EIR), Validation & Authentication (V&A),
Challenge Record (CR), Response Record (RR), Signature Record (SR)

TALLINN UNIVERSITY OF TECHNOLOGY

AUTHCOIN: FORMAL PRESENTATION WITH COLORED PETRI NETS

§ Exemplary Authcoin behavioral interfaces of activities

§ Acronyms, names, descriptions of token colors
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REFINMENTS OF FORMAL CPN MODULES
§ CPN model of the “KeyGenerationEstablishBinding" module

TALLINN UNIVERSITY OF TECHNOLOGY

REFINMENTS OF FORMAL CPN MODULES
§ CPN model of the “V&A-Processing" module
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REFINMENTS OF FORMAL CPN MODULES
§ CPN model of the “Mining" module

TALLINN UNIVERSITY OF TECHNOLOGY

REFINMENTS OF FORMAL CPN MODULES
§ CPN model of the “Revocations" module
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STATE-SPACE ANALYSIS

§ Partial state-space analysis per module by CPN tools algorithms

§ Simulation by token game of entire Authcoin protocol

TALLINN UNIVERSITY OF TECHNOLOGY

DOMAIN MODEL FOR SECURITY RISK MANAGEMENT

§ Information Systems Security Risk Management (ISSRM) model
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SRP: SECURITY RISK-ORIENTED PATTERNS (SORT OF PATTERNS 😊)

§ SRP1: secures data from unauthorized access
− Data confidentiality in business services
− Risk reduction: access-right checks with sensitivity levels

§ SRP2: ensures secure data transmission between business entities
− Data confidentiality and integrity
− Interception by attacker during data transmission possible

§ SRP3: ensures secure business activity after data submission
− Availability and integrity of business activities
− Filtering of incoming data

§ SRP4: secures business services against distributed denial of service 
(DDoS) attacks
− Availability of data essential
− Detection of abnormal requests

§ SRP5: secures storage of data and data retrieval from storage
− Confidentiality of data storage due to malicious insider threat
− Data invisibility, storage monitoring and -controlling

TALLINN UNIVERSITY OF TECHNOLOGY

RISK 1 AND THREAT ANALYSIS FOR POSTING EIRS, CRS, RRS, SRS 
AND UPDATED VARS TO THE BLOCKCHAIN
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RISK 2 AND THREAT ANALYSIS FOR SENDING AND RECEIVING 
CRS AND RRS

TALLINN UNIVERSITY OF TECHNOLOGY

RISK 3 AND THREAT ANALYSIS OF A DDOS ATTACK
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TREATMENT OF RISK

§ Identifying these risks and mitigations does not guarantee other risks and 
security flaws in the protocol exist.

§ Further risk-analysis method & penetration testing may show further risks.
§ Examples of further risks
−User mobile devices
−Underlying communication networks
−Blockchain systems used 

TALLINN UNIVERSITY OF TECHNOLOGY

APPLYING SECURITY RISK-ORIENTED PATTERNS (SRP)

§ SRP1: secures data from unauthorized access
− Does not correspond to any identified risk
− Not considered to be implemented

§ SRP2: ensures secure data transmission between business entities
− Suitable to mitigate issued of Risk 1 & Risk 2
− Make data unreadable before transmission & hash checksums for outside-attack prevention

§ SRP3: ensures secure business activity after data submission
− Does not correspond to any identified risk
− CPN modeling realizes this pattern

§ SRP4: secures business services against distributed denial of service (DDoS) attacks
− Authcoin is highly distributed service for DDoS protection
− Partial DDoS attack against single service possible

§ SRP5: secures storage of data and data retrieval from storage
− Does not correspond to any identified risk
− Not considered to be implemented
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UPDATED GOAL MODEL

§ Four integrity-check subgoals added
− IntegrityCheck under Formal validation
− CheckIntegrity under CreateChallengeForVerifier
− CheckIntegrity under CreateSendChallengeToVerifier
− CheckIntegrity under CreateSendResponse

TALLINN UNIVERSITY OF TECHNOLOGY

UPDATED BEHAVIOR-INTERFACE MODEL (1)
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UPDATED BEHAVIOR-INTERFACE MODEL (2)

TALLINN UNIVERSITY OF TECHNOLOGY

UPDATED PROTOCOL SEMANTICS
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UPDATED OF CPN MODULES WITH DETAILED DESCRIPTION

TALLINN UNIVERSITY OF TECHNOLOGY

UPDATED CPN MODEL OF THE ESTABLISHBINDING MODULE

§ Added a hash calculations for created EIRs
§ Other CPN module updates in the publications
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LESSONS LEARNED FROM SRP APPLICATION TO CPN

§ First time application of SRPs to CPN models
§ If CPN models complex then SRP integration and implementation is time 

consuming
§ CPN model updating with many sub-models requires good comprehension of 

domain and system
§ Manual SRP detection poses risk of missing occurrences
§ Automated pattern detection is future work
§ CPN/Access for interfacing with complex hash functions from other languages, 

e.g., Java
§ Modeling to external systems is currently symbolic 
−SRP application limitation

§ Authcoin designed already with security in mind

TALLINN UNIVERSITY OF TECHNOLOGY

EVALUATION OF UPDATED CMP MODEL WITH SRP PATTERNS

§ Second state space is the same as for the first state space

§ State-space complexity comparison of both models based on nodes and arcs
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CONCLUSION

§ Blockchains have massive socio-technical implications
−Abolishment of qualitative, human-driven governance
−Replacement with quantitative, mathematics-rooted e-governance

§ Blockchain technology solves several problems
−Byzantine general’s problem solved
−Double-spend problem solved
−Triple-entry ledger management possible

§ Smart contracts are currently neither contracts, nor smart
§ We secure a government-independent identity-authentication protocol
−Blockchain-based, currently in implementation with Qtum.org
−Security risk-oriented pattern application for securing protocol
−We show patterns are partially applicable onto CPN models
−Updated goal models and CPN models as consequence

TALLINN UNIVERSITY OF TECHNOLOGY

FUTURE WORK

§ Automatic detection of security risk-oriented patterns
§ Properly specify security risk-oriented patterns
§ Implement Authcoin with different smart-contract systems
−Currently we try Qtum.org

§ Authcoin application in diverse cases
−E-governance
−B2B Dapps
−Cyberphysical systems
−Automobile industry
−Etc.
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Thank you very much for your attention!
Q & A?


